Ref 

# 


Hits 


Search Query 


DBS 


Default 
Operator 


Plurals 


Time Stamp 


SI 


7 


(("4759019") or ("4999837") or 
( 5046068 ) or ( 5193178 ) or 
("5428624") or ("6311278") or 
("6584569")).PN. 


US-PGPUB; 

t iprat. 

USPAT; 
USOCR; 
EPO; JPO; 
IBM_TDB 


OR 


OFF 


2006/02/08 15:55 


S2 


94 


714/41.cds. 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/08 15:55 


S3 


31 


714/41.ccls. and inject$3 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2006/02/08 16:02 


S5 


40 


714/4.ccls. and inject$3 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/09 08:48 


S6 


41 


714/43.ccls. and inject$3 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/09 09:07 


S7 


22 


726/22.ccls. and inject$3 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/09 09:07 


S9 


5 


("3931504" | "4672572" | 
"5414833" | "5509076" | 
"5796942").PN. 


US-PGPUB; 

USPAT; 

USOCR 


OR 


ON 


2006/02/09 09:13 


S10 


9 


("5961644").URPN. 


USPAT 


OR 


ON 


2006/02/09 09:13 


S8 


12 


726/23.ccls. and inject$3 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2006/02/09 09:14 
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S12 


129 


(fault near inject$3).ab. 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2006/02/09 10:10 


S13 


2 


(fault near inject$3 same 
network).ab. 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/09 10:10 


S15 


4 


fault near inject$3 same 
(transaction transmission) same 
network 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/09 10:11 


S16 


0 


fault near inject$3 same mutat$3 
same network 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/09 10:11 


S17 


1 


fault near inject$3 and mutat$3 
and network 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/09 10:12 


S18 


14 


fault near inject$3 and pattern 
same field and network 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/09 10:17 


S19 


2 


fault near inject$3 same mutat$3 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/09 10:34 


S20 


5 


fault near inject$3 and intrusion 
near detection 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2006/02/09 10:34 
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S21 


9 


("5796942" | "5909493" | 
5yolo4^ 1 6088804 | 
"6205551" | "6301668" | 
"6304973" | "6850497" | 
"6865596").PN. 


US-PGPUB; 

USPAT; 

USOCR 


OR 


ON 


2006/02/09 10:37 


S22 


0 


("6988208").URPN. 


USPAT 


OR 


ON 


2006/02/09 10:44 


S23 


31 


("20020023059" | "4975950" | 
"5121345" | "5421006" | 
"5440723" | "5454000" | 
"5509076" | "5557742" | 
"5621889" | "5684957" | 
"5699403" | "5795942" | 
"5805801" | "5842002" | 
"5870559" | "5892903" | 
"5919258" | "5931946" | 
"5958008" | "5961644" | 
"5974549" | "5982890" | 
"5983348" | "5991881" | 
6044398 | 6138157 | 
"6145003" | "6185689" | 
"6185701" | "6584569" | 
"6631408").PN. 


US-PGPUB; 

USPAT; 

USOCR 


OR 


ON 


2006/02/09 10:44 


S14 


7 


(fault same network).ab. and fault 
near inject$3 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2006/02/09 10:51 


S24 


58 


fault near pattern same network 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/09 10:55 


S25 


33 


network same fault near inject$3 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/09 10:55 


S26 


269 


test$3 same intrusion near 
detection 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/09 11:56 


S27 


191 


test$3 same intrusion near 
detection and network 


US-PGPUB; 
USPAT; 

EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2006/02/09 11:56 
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S4 


28 


714/703.ccls. and inject$3 


US-PGPUB; 
USPAT; 

1 \CC\CT1 . 

USOCR; 
EPO; JPO; 
DERWENT; 
IBM.TDB 


OR 


ON 


2006/02/09 13:10 


S28 


9 


(("5892903") or ("5440723") or 
( 6560720 ) or ( 5072447 ) or 
("5485409") or ("6487666") or 
("6574737") or ("6609205") or 
("6654914")).PN. 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO; 
IBM_TDB 


OR 


OFF 


2006/02/09 13:10 


S29 


9 


("4223380" | "5204966" | 
5309562 I 5311593 | 
"5347450" | "5371852" | 
"5515508" | "5557742" | 
"5623601").PN. 


US-PGPUB; 

1 ICOATi 

USPAT; 
USOCR 


OR 


ON 


2006/02/09 13:16 


S30 


62 


("5892903").URPN. 


USPAT 


OR 


ON 


2006/02/09 13:40 


Sll 


9 


726/25.ccls. and inject$3 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2006/02/09 13:41 


S31 


151 


726/25.ccls. 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2006/02/09 13:48 


S32 


3 


726/25.ccls. and mutat$3 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2006/02/09 13:48 


S33 


6 


(US-6560720-$ or US-6654914-? 
or US-6988208-$ or US-6996845-$ 
or US-5892903-$ or 
US-6584569-$).did. 


USPAT 


OR 


ON 


2006/02/09 14:15 


S34 


0 


S33 and wildcard 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2006/02/09 14:15 


S35 


2 


inject$3 same wildcard 


US-PGPUB; 
USPAT; 

UbULK, 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2006/02/09 14:15 
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S36 


66 


network same (transaction 
transmission message) near3 
delimiter 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2006/02/10 14:30 


S37 


10 


(attack penetrat$3) same mutat$3 
same network 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2006/02/10 14:31 


S38 


22 


(attack penetrat$3) same mutat$3 
and network same pattern 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2006/02/10 14:31 


S39 


1043 


"7097$.ccls. and inject$3 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2006/02/10 14:32 


S40 


23 


"709"/$.ccls. and inject$3 same 
fault 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/10 14:35 


S41 


189 


"7097$.ccls. and mutat$3 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/10 14:35 


S42 


51 


"709"/$.ccls. and mutat$3 and 
(attack$3 penetrat$3) 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2006/02/10 14:38 


S43 


36 


"726"/$.ccls. and mutat$3 and 
(attack$3 penetrat$3) 


US-PGPUB; 

USPAT; 

UbULR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2006/02/10 14:50 
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S44 


431 


application near layer and 
intrusion near detect$3 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2006/02/10 15:12 


S45 


56 


application near layer same 
intrusion near detect$3 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/10 15:18 


S46 


10 


application near layer and fault 
near inject$3 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2006/02/10 15:18 


S47 


73 


application near level same 
intrusion near detect$3 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/10 15:18 


S48 


17 


application near level and fault 
near inject$3 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/10 16:03 


S50 


4 


("6477666").URPN. 


USPAT 


OR 


ON 


2006/02/10 16:03 


S49 


69 


application same fault near 
inject$3 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2006/02/10 16:09 


S51 


1475 


application same intrusion near 
detect$3 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2006/02/10 16:09 


S52 


527 


application same intrusion near 
detect$3 same network 


US-PGPUB; 

USPAT; 

UbULK, 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2006/02/10 16:09 
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S53 



S54 



S55 
S57 



S56 



S58 



66 



50 



2 
6 



66 



application same intrusion near 
detect$3 same network and 
(inject$3 mutat$3) 



("20020026591" | "5166977" | 



5237693 


5257369 | 


5347578 


5392390 | 


ii r* a on 1 a Anil 

5485409 


5557798 | 


ii rrrnnnmi 

5559800 


5566326 | 


5611048 


5623601 | 


II r /• r-rt r >4 "111 

5659547 


5673322 | 


5699518 


"5701451 | 


"5715453 


5724355 | 


5774695 


5778189 | 


"5793966 


"5805823 | 


"5812763 


5828893 | 


"5850388" 


"5870544" | 


5870559 


1 lirooi loin 1 

5881232 | 


"5892900" 


"5892903" | 


"5908469" 


"5910987" | 


"5915019" 


"5917912" | 


"5933498" 


"5941947" | 


"5944794" 


"5949876" | 


"5982891" 


| "5983270" | 


"6088804" 


| "6185689" | 


"6205552" 


| "6219803" | 


"6249886" 


| "6298445" | 


"6301668" 


| "6311278" | 


"6408391" 


| "6415321").PN. 



("6584569").URPN. 

database same fault near3 
inject$3 



sql same fault same inject$3 



sql same inject$3 



US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 

US-PGPUB; 

USPAT; 

USOCR 



USPAT 

US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 

US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 

US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM TDB 



OR 



OR 



OR 
OR 



OR 



OR 



ON 



ON 



ON 
ON 



ON 



ON 



2006/02/10 16:10 



2006/02/13 10:02 



2006/02/13 10:06 
2006/02/13 14:12 



2006/02/13 14:13 



2006/02/13 14:45 
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S59 


2391 


network same application same 
inject$3 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2006/02/13 14:45 


S61 


18 


(network same application same 
inject$3).ab. and (mutat$3 
morph$3 polymorph$3 modif$3) 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2006/02/13 14:46 


S60 


1199 


network same application same 
inject$3 and (mutat$3 morph$3 
polymorph$3 modif$3) 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2006/02/13 14:47 


S62 


119 


network same application same 
inject$3 and (mutat$3 morph$3 
polymorph$3 modif$3) and fault 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; . 

DERWENT; 

IBMJTDB 


OR 


ON 


2006/02/13 14:52 


S63 


16 


network same application same 
fault same inject$3 and (mutat$3 
morph$3 polymorph$3 modif$3) 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2006/02/14 11:11 


S64 


0 


fault same shell$lcode 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2006/02/14 11:12 


S65 


7 


shell$lcode 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2006/02/14 14:12 


S66 


11 


double near delimiter 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2006/02/14 14:19 
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S67 


0 


all near delimiter 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/14 14:19 


S68 


85 


only near delimiter 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/14 14:19 


S69 


0 


only near delimiter same (fault 
inject$3) 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/14 14:19 


S70 


0 


only near delimiter same attack 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/14 14:20 


S71 


5 


unbalanced near pair same 
(attack$3 inject$3 fault) 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2006/02/14 14:20 


S72 


43 


alternativ$3 near encod$3 same 
(attack$3 inject$3 fault) 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/14 14:22 


S73 


0 


prefix$3 near escape same 
(attack$3 inject$3 fault) 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/14 14:23 


S75 


1 


ghost near3 character same 
(attack$3 inject$3 fault) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2006/02/14 14:24 
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S77 


403 


(user resource) near (name 
identity) same (attack$3 inject$3 
fault) 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/14 14:25 


S78 


315 


(user resource) near (name 
identity) same (attack$3 inject$3) 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/14 14:25 


S79 


22 


(user resource) near (name 
identity) same inject$3 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/14 14:25 


S80 


0 


unfiltered near metacharacter 
same (attack$3 inject$3 fault) 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/14 14:26 


S81 


0 


unfiltered near metacharacter 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/02/14 14:26 


S82 


0 


unfiltered near meta$lcharacter 


US-PGPUB; 
USPAT; 

UbULR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2006/02/14 14:26 
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